
PUBLIC KEY CRYPTOGRAPHY AND ELLIPTIC CURVES

NOAH LEVINE

Abstract. Public key cryptography allows two parties to communicate pri-

vately without first exchanging a secret key. This paper discusses the two

classical forms of public key cryptography, Diffie-Hellman key exchange and
RSA, and the prerequisite number theory to prove their security. Then the

algebra of elliptic curves will be introduced and used to demonstrate elliptic

curve cryptography.
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1. Introduction

Traditional cryptographic methods allow two parties who share some secret key
to encrypt their messages such that anyone who intercepts them is unable to read
them. In the last century, new cryptosystems were formulated which allow two
parties to communicate without ever sharing an original secret. These “public key”
systems became indispensable to the structure of the internet because they allowed
people from across the world to communicate privately.

This paper introduces and proves the three main public key cryptographic schemes:
Diffie-Hellman Key Exchange, RSA, and Elliptic Curve Diffie-Hellman Key Ex-
change. The first two methods only require some basic results of number theory
and the first half of this paper will prove them both in full. Elliptic curve cryptog-
raphy requires a lot of prerequisite knowledge which the second half of the paper
will introduce, but not show rigorously. First, projective geometry will be outlined
and then elliptic curves will be define and some basic results will be discussed, but
without much of the formalism. Afterward, the very shocking group structure of
elliptic curves will be demonstrated and this group will be proven to be abelian.
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The final section of the paper uses this group structure in order to define an elliptic
curve analog of the Diffie-Hellman Key Exchange algorithm.

2. Public Key Cryptography

In the pre-digital age, cryptography was rarely necessary because physical com-
munication had to be personally intercepted in order to be illicitly read. When
used, cryptographic systems were symmetric: they assumed that the sender and
recipient of a sensitive message were able to covertly agree on a key for encryption
and decryption. Communication accross large digital networks such as the internet
is easily intercepted, so cryptographic systems had to be implemented to allow the
exchange of secure information. However, implementing symmetric cryptographic
systems would have required somehow distributing keys to each user and keeping
them secured. This limits two of the greatest advantages of these new systems:
size and speed. Therefore, in order for the internet to come into widespread use
public-key cryptosystems had to be formulated. These systems allowed parties to
exchange sensitive messages over an insecure channel without being able to first
agree on a key. Public key cryptosystems are computationally much slower than
the previous symmetric key cryptosystems, so the most efficient implementation is
actually a combination of both. A public key cryptosystem such as Diffie-Hellman
Key Exchange or RSA is used by the parties to agree on a key. They then tran-
sition to communication via a symmetric key cryptosystem such as the Advanced
Encryption Standard (AES) using that key.

2.1. Diffie-Hellman Key Exchange. Diffie-Hellman key exchange was proposed
by Whitefield Diffie and Martin Hellman in their 1976 paper: “New Directions in
Cryptography.”

2.1.1. The Diffie-Hellman Key Exchange Algorithm.

(1) The two communicating parties, Alice and Bob, agree on a prime number
p and a natural number n. To ensure that the resulting key can be any
number less than p, n must be a primitive root modulo p (any number less
than p is congruent to a power of n modulo p).

(2) Alice generates a natural number a and computes A ≡ na mod p while Bob
generates a natural number b and computes B ≡ nb mod p.

(3) Alice and Bob exchange A and B.
(4) Alice computes m1 ≡ Ba mod p and Bob computes m2 ≡ Ab mod p.
(5) m = m1 = m2 is then used as the key in a symmetric key cryptosystem.

Proposition 2.1. m1 = m2 ≡ nab mod p

Proof. A ≡ na mod p, so A = na− kp for some k ∈ N∪{0}. Substituting this into
the definition of m1 and then applying the binomial theorem produces the desired
result:

m1 = Ab = (na − kp)b =

b∑
i=0

(
b

i

)
(na)b−i(−kp)i

= nab + p

b∑
i=1

(
b

i

)
(na)b−i(−k)ipi−1

≡ nab mod p
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The proof for m2 is identical. �

2.1.2. Security. The Diffie-Hellman Key Exchange algorithm is secure because any
third party only has access to p, n, na mod p, and nb mod p. The task of finding a
and b given these values is called the discrete logarithm problem. There is currently
no algorithm to solve it in polynomial time. If p is hundreds of digits long, as it is
in modern implementations of the algorithm, then this problem is essentially out
of reach of modern computers.

Definition 2.2. A cryptosystem has the property forward secrecy if no information
can be revealed that allows the decryption of past messages.

Remark 2.3. Diffie-Hellman Key Exchange may be implemented such that it pos-
sesses forward secrecy if a, b, and m = m1 = m2 are destroyed after every session.
If an adversary were to access either party’s information afterward, then they would
gain no information that was not already public. Decrypting the exchanges with
only public information is exactly the problem of breaking the cryptographic sys-
tem in the first place. If implemented this way, the algorithm is referred to as
Diffie-Hellman Ephemeral Key Exchange.

2.2. RSA. The RSA cryptosystem, an initialism of its inventors Ron Rivest, Adi
Shamir, and Leonard Adleman, was first proposed in 1978. It requires the formalism
of the Euler totient function.

Definition 2.4. The Euler totient function, φ : N→ N, evaluated at n is equal to
the number of natural numbers less than or equal to n that are coprime to it.

Remark 2.5. If a and b are coprime natural numbers, then, φ(ab) = φ(a)φ(b).

Theorem 2.6. (Euler’s Theorem) If a and n are coprime natural numbers, then

aφ(n) ≡ 1 mod n

Proof. Consider X = {x1, ..., xφ(n)}, the set of natural numbers less than n that
are coprime to it. If a ∈ X and b ∈ X then ab ∈ X because the product of two
numbers coprime to n will also be coprime to n. If a ∈ X, b ∈ X, c ∈ X, and
ab ≡ ac mod n then a = c. This is because ab ≡ ac mod n implies that n | a(b− c)
but a is coprime to n, so n | (b− c). Therefore, b ≡ c mod n and both b and c are
less than n, so b = c. Let a ∈ X. These two statements imply that multiplication
by a permutes X (∀i, ∃j : axi ≡ xj , xi ≡ axj).

φ(n)∏
i=1

xi ≡
φ(n)∏
i=1

axi ≡ aφ(n)
φ(n)∏
i=1

xi mod n

Each xi is coprime to n, so their product is also coprime to n. Therefore, the above
equation can be simplified to

1 ≡ aφ(n) mod n.

�

Corollary 2.7. (Fermat’s Little Theorem) If p is a prime number and a is an
integer then ap ≡ a mod p. If a is also not divisble by p, then ap−1 ≡ 1 mod p.
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Proof. If a is divisible by p then both sides are equivalent to 0. If a is not divisible
by p then they are coprime. By direct application of Euler’s theorem and φ(p) =
p − 1, so ap−1 ≡ 1 mod p. Multiplying both sides by a gives the first relation,
ap ≡ a mod p. �

2.2.1. RSA Algorithm.

(1) Alice wants to send Bob the message m, a natural number.
(2) Bob generates two large, distinct primes, p and q, and calculates their

product n = pq.
(3) Bob generates an integer, e, less than φ(n) and calculates d ≡ e−1 mod φ(n).
(4) Bob sends Alice his public key which consists of the two values e and n.

He keeps his private key, d, secret.
(5) Alice sends Bob the ciphertext c ≡ me mod n.
(6) Bob computes cd ≡ m mod n.

Proposition 2.8. cd ≡ m mod n

Proof. ed ≡ 1 mod φ(n) , so there exists some k ∈ N such that

ed = 1 + kφ(n) = 1 + kφ(pq) = 1 + kφ(p)φ(q) = 1 + k(p− 1)(q − 1).

Substituting this into the formula for cd shows

cd ≡ med ≡ m1+k(p−1)(q−1) ≡ m ·mk(p−1)(q−1) mod n

By Fermat’s Little Theorem, mp−1 ≡ 1 mod p and mq−1 ≡ 1 mod q. Therefore,

mk(p−1)(q−1) ≡ (mp−1)k(q−1) ≡ 1k(q−1) ≡ 1 mod p and

mk(p−1)(q−1) ≡ (mq−1)k(p−1) ≡ 1k(p−1) ≡ 1 mod q.

By definition, there exists a and b ∈ N such that

mk(p−1)(q−1) − 1 = ap = bq.

p and q are coprime so in order for this equality to hold q|a and p|b which means
that for some c ∈ N

mk(p−1)(q−1) − 1 = cpq =⇒ mk(p−1)(q−1) ≡ 1 mod pq.

Applying this to cd proves

cd ≡ m ·mk(p−1)(q−1) ≡ m · 1 ≡ m mod p

�

2.2.2. Security. The security of RSA relies on the difficulty of factoring large num-
bers. Even though n = pq is publicly known, it is near impossible to find p and q
in a reasonable amount of time. Knowing these two numbers would allow one to
calculate φ(n) and derive the private key, d.

2.2.3. Signing Messages. If both Alice and Bob have generated public and private
keys and Bob wants confirmation that Alice is the one who sent him the message,
she can first sign her message by encrypting it with her private key before encrypting
it with Bob’s public key. Bob then can then decrypt it by first using his private
key and then Alice’s public key. Such a system requires Alice and Bob to have
static public keys verified to be theirs. An RSA cryptosystem in which parties’
keys are static does not have forward secrecy because if any of their private keys
were compromised, then all of their received messages could be decrypted.
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3. Projective Spaces

Let K be a field.

Definition 3.1. The affine space of dimension n, denoted An(K) , is the set of all
n-tuples of K.

Definition 3.2. An affine algebraic set is the locus of points in An(K) satisfying
a set of polynomial equations.

Remark 3.3. For example, a line in A2(K) is the set of solutions (x, y) to an equation
of the form ax+ by + c = 0 where a and b may not both be 0.

Elliptic curves reside on the projective plane (the projective space of dimension
2). The motivation for formulating projective spaces is by noting that affine spaces
are missing so-called “points at infinity” which would make such spaces compact.
The affine line requires the addition of a single point at infinity; the affine plane
requires the addition of a line; etc.

Definition 3.4. The projective space of dimension n, denoted Pn(K), is An+1(K)\
{0}/ ∼ where x ∼ y ⇐⇒ x = λy for λ ∈ K, and λy := (λy1, ..., λyn+1). Points
in Pn(K) are written as [x1 : x2 : ... : xn+1]. This system is called homogeneous
coordinates.

Remark 3.5. The projective plane may be thought of as the set of directions from
the origin in three dimensional space. Consider P2(R). If x = (x1, x2, x3) and
y = (y1, y2, y3) are on the same line through the origin then x = λy for λ ∈ R.
Therefore x ∼ y, so each line through the origin is represented by a unique point
in P2(R).

Proposition 3.6. Pn(K) = An(K) ∪ Pn−1(K)

Proof. Let p ∈ Pn(K) = [x1 : ... : xn : xn+1]. Consider S = {p s.t. xn+1 6= 0}.
All points in S may be written [ x1

xn+1
: ... : xn

xn+1
: 1], therefore S ∼= An(K). All

points in Pn(K) \ S may be written [x1 : ... : xn : 0]. Ignoring the last coordinate
demonstrates that Pn(K) \ S ∼= Pn−1(K). As an example, in the case of the
projective plane, P2(K) = A2(K) ∪ A1(K) ∪∞. �

3.1. Homogenization. Homogenization is the process of converting an equation
in An(K) to one in Pn(K). Each xi is replaced by xi

xn+1
and then the entire equation

is immediately multiplied by xpi+1 in order to clear the denominators because xi+1

must be able to be set to 0. For example, converting ax+ by + c = 0 from A2(K)
to P2(K) requires replacing x with x

z and y with y
z resulting in ax + by + cz = 0.

To find where this line intersects the ‘line at infinity,’ z is set equal to 0, reducing
the equation to y = −abx if b 6= 0. Neither x nor y may be 0 because they both
may not be, so the point of intersection is [1 : −ab : 0] = [b : −a : 0]. If b = 0 then
the previous equation is instead reduced to x = 0, so the point of intersection is
[0 : 1 : 0] = [b : −a : 0].

Definition 3.7. A projective algebraic set is the locus of points in Pn(K) satisfying
a set of polynomial equations.
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3.1.1. Projective Plane Curves. Elliptic curves are projective plane curves, so in
order to begin discussing elliptic curves some simple facts about projective algebraic
plane curves must first be established.

Definition 3.8. A projective plane curve is a projective algebraic set of dimension
one in P2(K).

Definition 3.9. A projective plane curve is singular if it contains a singular point
P . A point P of a plane curve is singular if given the curve’s implicit equation
F (X,Y, Z) = 0,

∂F

∂X
(P ) =

∂F

∂Y
(P ) =

∂F

∂Z
(P ) = 0

Definition 3.10. A projective plane curve is smooth if it contains no singular
points.

4. Elliptic Curves

Formally, an elliptic curve is a projective plane curve of genus one with a base-
point. For the purposes of this paper, an elliptic curve will be defined as a smooth
locus of solutions in P2(K) to a Weierstrass equation, which in homogeneous coor-
dinates is

Y 2Z + a1XY Z + +a3Y Z
2 = X3 + a2X

2Z + a4XZ
2 + a6Z

3.

By setting Z = 0 we find that 0 = X3 so the curve only intersects the line at infinity
at [0 : 1 : 0]. This point at infinity is the basepoint of the elliptic curve. The fact
that every elliptic curve (according to the formal definition) may be represented by
a Weierstrass equation is an important theorem, however it is far beyond the scope
of this paper, so we will take it as the definition. In fact, we will make the further
assumption that char(K̄) 6= 2, 3 which reduces the equation for an elliptic curve to

Y 2Z = X3 + aXZ2 + bZ3.

where

a = −27((a21 + 4a2)2 − 24(2a4 + a1a3))

b = −54((a1 + 4a2)3 + 36(a21 + 4a2)(2a4 + a1a3)− 216(a23 + 4a6)).

It is easy to check that [0 : 1 : 0] remains its point at infinity.

Examples 4.1. Below are four examples of elliptic curves plotted in A2(R).

−2 −1 1 2

−2

−1

1

2

x

y

y2 = x3 + x

−2 −1 1 2

−2

−1

1

2

x

y

y2 = x3 + x+ 1
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−2 −1 1 2

−2

−1

1

2

x

y

y2 = x3 − x

−2 −1 1 2

−2

−1

1

2

x

y

y2 = x3 − x+ 1

Remark 4.2. The point [0 : 1 : 0] is never a singular point of a projective plane
curve given by a Weierstrass equation.

∂F

∂Z
([0, 1, 0]) = 0− 12 = −1 6= 0

Definition 4.3. The discriminant of the Weierstrass equation is ∆ = 4a3 + 27b2.

Theorem 4.4. A projective plane curve given by a Weierstrass equation is singular
if and only if ∆ = 0.

Proof. First we will assume the plane curve is singular. Because we know [0 : 1 : 0]
is not singular we shall only consider the curve’s representation in A2(K): F (x, y) =
x3 + ax+ b− y2 = 0. At its singular point (x0, y0),

∂F

∂x
(x0, y0) = 3x20 + a = 0 =⇒ a = −3x20

∂F

∂y
(x0, y0) = −2y0 = 0 =⇒ y0 = 0

F (x0, y0) = b− 2x30 = 0 =⇒ b = 2x30

Therefore,
∆ = 4(−3x20)3 + 27(2x30)2 = 0.

Next, we shall assume that ∆ = 0 or b2 = − 4
27a

3. If a = 0, then b = 0. The point
(0, 0) is then singular:

∂F

∂x
(0, 0) = 3(0)2 + 0 = 0

∂F

∂y
(0, 0) = −2(0) = 0

If a 6= 0 then consider c = 3 · 2−1 · a−1 · b. The point (c, 0) is singular:

∂F

∂x
(c, 0) = 3(3 · 2−1 · a−1 · b)2 + a =

27

4
· a−2 · b2 + a

=
27

4
· a−2 · − 4

27
a3 + a = −a+ a = 0

∂F

∂y
(c, 0) = −2 · 0 = 0

Therefore, the plane curve is singular. �
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Remark 4.5. A projective plane curve given by a Weierstrass equation is an elliptic
curve if and only if ∆ 6= 0.

Examples 4.6. Below are the two general forms of singular curves given by Weier-
strass equations plotted in A2(R). These are respectively a node and a cusp.

−2 −1 1 2

−2

−1

1

2

x

y

y2 = x3 − 3x+ 2

−2 −1 1 2

−2

−1

1

2

x

y

y2 = x3

4.1. The Group Law. Surprisingly, elliptic curves have a group structure. The
following section will discuss this extremely strange result and prove that it in fact
forms an abelian group. Let E be an elliptic curve and O be the point [0, 1, 0]. To
make it clear that the group law is well defined, consider the following theorem and
remarks.

Theorem 4.7. (Bezout’s Theorem) Let X,Y ∈ Pn(K) be projective curves of l and
m degree (the degree of their implicit equations) respectively. Then X ∩ Y contains
exactly lm points counting multiplicity.

Remark 4.8. Bezout’s theorem with X as an n degree polynomial in P2(C) and Y
as the line y = 0 is the Fundamental Theorem of Algebra.

Remark 4.9. Because elliptic curves are smooth, each point has a unique tangent
line.

Definition 4.10. Let P,Q ∈ E. Let L1 be the line through P and Q. By Bezout’s
theorem, it intersects the curve at a third point R. If P = Q then L1 is the tangent
line to E at P . Let L2 be the line through R and O that intersects the curve at a
third point S. The result of the operation P ⊕Q is defined to be S.
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Example 4.11. The graph below represents the “addition” of P = (−1, 1) and
Q = (0, 1) on y2 = x3 − x+ 1. The intermediate points and lines are labeled.

−2 −1 1 2

−2

−1

1

2

L1

L2

P Q

R

S = P ⊕Q

x

y

Theorem 4.12. The above operation defines an abelian group on E with O as the
identity element. ∀P,Q,R ∈ E,

(1) P ⊕Q ∈ E,
(2) (P ⊕Q)⊕R = P ⊕ (Q⊕R),
(3) P ⊕O = O,
(4) ∃ − P ∈ E s.t. P ⊕−P = O,
(5) P ⊕Q = Q⊕ P

Proof.

(1) By the definition of P ⊕Q, it must lie on E.
(2) This is the most difficult property to show. Its proof is below.
(3) If P = O, then L1 is the tangent line to E at O which only intersects

E at O. In this operation, R = O, so L2 = L1 and S = O ⊕ O = O. If
P 6= O, then L1 is a vertical line because it can only intersect E at one other
point on the curve. R therefore has the same x-coordinate as P but with a
negated y-coordinate. L2 = L1 because it is also vertical and located at the
same x-coordinate, so S has the same x-coordinate as R and therefore P .
Also, the y-coordinate of S is the same as that of R, but negative, so S has
the same y-coordinate as P . Because S has the same x and y-coordinates
as P , S = P ⊕O = P .

(4) Let L′ be the line through P and O. By (3), we can assume (x, y) = P 6= O.
Then the line connecting P and O is a vertical line, and we claim −P =
(x,−y). Indeed, L′ intersects E at a third point −P . When calculating
P ⊕ −P , L1 = L′ so R = O. L2 is the tangent line to E at O which only
intersects E at O, so S = P ⊕−P = O.

(5) Because two points define a line, L1 is the same in each operation. There-
fore, R, L2, and S = P ⊕Q are also the same.

�

4.1.1. Associativity of the Elliptic Curve Group Law. Associativity may be proven
by using explicit formulas for the group law, however this method is quite cumber-
some. Instead, this paper will demonstrate an approach that relies on two important
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theorems from algebraic geometry both of which will remain unproven. Bezout’s
theorem (mentioned earlier) is quite intuitive. The full proof using resultants is
omitted because of its length. The Cayley-Bacharach theorem is an immediate
consequence of Bezout’s theorem, however it involves some tedious calculation to
verify, so that proof has also been omitted.

Theorem 4.13. (Cayley-Bacharach Theorem) Let C1, C2, C3 ∈ P2(K) be cubic
curves. By Bezout’s theorem C1 intersects C2 at nine points. If C3 passes through
eight of those points, then it must pass through the ninth one.

Theorem 4.14. (E,⊕) is associative.

Proof. Consider P,Q,R ∈ E an elliptic curve. Construct the following six lines:

• L1 that passes through P , Q, and −(P +Q);
• L2 that passes through P +Q, R, and −((P +Q) +R);
• L3 that passes through Q+R, O, and −(Q+R);
• M1 that passes through Q, R, and −(Q+R);
• M2 that passes through P , Q+R, and −(P + (Q+R));
• M3 that passes through P +Q, O, and −(P +Q)

Consider {L1L2L3 ∩M1M2M3} where L1L2L3 and M1M2M3 are cubic curves cre-
ated by multiplying the equations for each set of three lines together . By Bezout’s
Theorem, it contains nine points as each of the intersecting curves are cubics. These
points are:

P , Q, R, O, P +Q, Q+R, −(P +Q), −(Q+R), and S

The first eight of these points lie on E, so by the Cayley-Bacharach Theorem,
S ∈ E. By Bezout’s theorem, L1L2L3 ∩ E contains exactly nine points which
by construction are the first eight points above and −((P + Q) + R). Therefore,
S = −((P +Q)+R). By applying the same methods to M1M2M3, we also conclude
that S = −(P + (Q+R)). By (4) above,

−((P +Q) +R) = S = −(P + (Q+R)) =⇒ ((P +Q) +R) = (P + (Q+R))

�

4.2. Elliptic Curve Cryptography. The most widespread cryptographic scheme
using elliptic curves is Elliptic Curve Diffie-Hellman Key Exchange (ECDH) which,
as its name suggests, is an analog of Diffie-Hellman Key Exchange using the group
structure of an elliptic curve instead of modular exponentiation.

Definition 4.15. Let E be an elliptic curve, P ∈ E, and n ∈ N. [n]P =
⊕n

i=1 P

4.2.1. Elliptic Curve Diffie-Hellman Key Exchange Algorithm.

(1) The two communicating parties, Alice and Bob, agree on a field Z/pZ where
p is prime, an elliptic curve E defined over that field, and a point P ∈ E.
P should be chosen such that it generates a large subgroup of E.

(2) Alice generates a natural number a, computing A = [a]P and Bob generates
a natural number b, computing B = [b]P .

(3) Alice and Bob exchange A and B.
(4) Alice computes M1 = [a]B and Bob computes M2 = [b]A.
(5) M = M1 = M2 is then converted into a key in a symmetric key cryptosys-

tem, usually by taking the x-coordinate of M .



PUBLIC KEY CRYPTOGRAPHY AND ELLIPTIC CURVES 11

Proposition 4.16. [a][b]P = [b][a]P =⇒ M = M1 = M2

Proof. [a][b]P =
⊕a

j=1

⊕b
i=1 P =

⊕ab
i=1 P =

⊕ba
i=1 P =

⊕b
j=1

⊕a
i=1 P = [b][a]P

�

Remark 4.17. ECDH may be implemented to have forward secrecy if a, b, and abP
are destroyed after every session. With this addition, the algorithm is referred to
as Elliptic Curve Diffie-Hellman Ephemeral Key Exchange (ECDHE).

4.2.2. Security. The security of ECDH relies on the difficulty of the Elliptic Curve
Discrete Logarithm Problem. The problem entails determining a given aP and P ,
points on a known elliptic curve over a finite field. Someone eavesdropping on Alice
and Bob’s conversation would know E over Z/pZ, P , aP , and bP , but would have
to determine a and b in order to determine their secret key. The discrete logarithm
is already a difficult problem in well studied groups like the multiplicative group of
integers modulo p. In a relatively unstudied and unintuitive group such as this, it
becomes near impossible.

Acknowledgments. It is a pleasure to thank my mentor, Michael Neaton, for all
of his help with penetrating the following sources and for his detailed advice on
how to further improve my paper. I would also like to thank Professor May for his
helpful comments and for organizing the REU which made this paper possible.

References

[1] W. Diffie, M.E. Hellman. New Directions in Cryptography. IEEE Trans. Inf. Theory IT-22(6),

644-654. 1976.

[2] Neil Koblitz. A Course in Number Theory and Cryptography 2nd Edition. Springer-Verlag
New York, Inc. 1994, 1987

[3] Matthew Emerton. Introduction to Algebraic Geometry.

http://www.math.uchicago.edu/∼emerton/algebraic-geometry-2017/notes.pdf
[4] J. H. Silverman. The Arithmetic of Elliptic Curves 2nd Edition. Springer Science+Business

Media, LLC. 2009, 1986
[5] Group Law for Elliptic Curves http://www.math.ku.dk/verrill/grouplaw/


