THE DISCRETE LOG PROBLEM AND ELLIPTIC CURVE
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NOLAN WINKLER

ABSTRACT. In this paper, discrete log-based public-key cryptography is ex-
plored. Specifically, we first examine the Discrete Log Problem over a general
cyclic group and algorithms that attempt to solve it. This leads us to an in-
vestigation of the security of cryptosystems based over certain specific cyclic
groups: Fp, ]FZf, and the cyclic subgroup generated by a point on an elliptic
curve; we ultimately see the highest security comes from using E(F,) as our
group. This necessitates an introduction of elliptic curves, which is provided.
Finally, we conclude with cryptographic implementation considerations.
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1. INTRODUCTION

In this paper, basic knowledge of number theory and abstract algebra is assumed.
Additionally, rather than beginning from classical symmetric systems of cryptog-
raphy, such as the famous Caesar or Vigniére ciphers, we assume a familiarity with
these systems and why they have largely become obsolete on their own. Rather, we
focus on non-classical, modern public-key systems. The reader is most likely actu-
ally aware of at least one of these, the RSA cryptosystem developed by Ron Rivest,
Adi Shamir and Leonard Adleman. We provide a reminder of how this system,
used for transmitting a private message securely over a public channel, works.

RSA Suzy wants to be able to receive private messages securely, so she picks two
secret large prime numbers, p, ¢ and multiplies them together to get n. Then, with
knowledge of p and ¢, she can calculate p(n) = ¢(p)p(q) = (p—1)(¢ — 1), allowing
her to pick a random secret number, 1 < e < ¢(n) coprime to ¢(n). This also
allows her to use the Extended Euclidean Algorithm to find d := e~! (mod ¢(n)).
Then, (n,e) is released to the public while (p, g, p(n), d) is kept secret. Anyone who
wants to send her a message can then represent their message as m < n and encrypt
it as ¢ := m®, sending c to the Suzy, who recovers it by computing ¢? = (m®)4 =m
(mod n).

This is a secure system as finding d to decrypt the cipher text is computationally
difficult without knowledge of ¢(n), which would require factoring n to find. This
is public cryptography’s key idea — it must be computationally much easier to, say,
encrypt a message than it is to decrypt it. This leads us to the following definitions.

Definitions 1.1. A trapdoor function is a function, f : X — X such that for all
x € X, it is easy to compute y = f(z) but difficult to compute x = f~!(y) without
some secret information. We call computing f(z) a forward computation and
computing an inverse, f~!(y), a backward computation.

In this paper, we define the security of a system based on the computational
difficulty of inverting its trapdoor function. We formalize this by considering the
running time with respect to the size of the function’s input or ‘key size.’

Definitions 1.2. We say a cryptosystem is most secure if the lowest-order known
algorithm for doing backwards computations on its trapdoor function runs in ex-
ponential time, moderately secure if it runs in sub-exponential time, and least
secure if it runs in polynomial time with respect to the size of the input.

With this definition of security based on run-time order, the more secure our sys-
tem is, the more computation it takes to break the intended secrecy of the system.
That is, for a given excessive amount of time one wants the backwards computation
to take, the more secure a system is, the less time its forward computation would
take.

Example 1.3. Consider, for example, wanting to make an attempted backwards
computation take on the order of an infeasibly high 22948 steps. Let’s say our
system is most secure, with the best-known algorithm for backwards computations
taking O(2") steps. We will also assume our forwards computations take O(n) time,
although they could run in any polynomial time amount. Then we can do this by
having our input size, n, be 2048 bits and still perform our forward computations
on the order of 2048 steps, a very feasible number.
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However, we might want a more quantitative measure of the security of our
systems, which we provide now, following [Blake, p. 8].

Definition 1.4. We define the function L, (v, c) := exp(c(Inp)’(Inlnp)* =)

Thus, we can characterize our algorithms as taking time proportional to this
function with specific values of v and ¢; those attack algorithms with smaller v
values result in less secure systems.

Remark 1.5. Note that cryptosystems with backwards computations of v-value 1
are most secure as breaking them thus takes time exponential in p, while those with
v-value 0 are least secure as breaking them thus takes time just polynomial in p. An
intermediate value 0 < v < 1 characterizes algorithms with L, (v, ¢) sub-exponential
and super-polynomial in p, making them moderately secure cryptographically.

With this set-up, we now investigate public-key cryptosystems based on discrete
group exponentiation as a trapdoor function; this consists of comparing the relative
security of these systems in Section 3 and, in Section 4, investigating the hardness
of backwards computations to find the discrete log in a general group. Then,
we consider the specific cyclic groups one might implement these systems over,
including elliptic curves, which are probably unfamiliar and we introduce in Section
5. Finally, we come to a conclusion of which is most secure and begin to discuss how
to implement these systems in Section 6. We thus provide only a brief introduction
to elliptic curve cryptography, leaving out such topics as pairings.

2. PuBLIC-KEY SYSTEMS OVER A CycLic GRouP GG

We look at two cryptosystems in this section, one which provides a secure mes-
saging channel over a public medium, and one which creates a secret shared key
for further messaging using a private key system. We keep both of these as general
as possible, considering just an abstract cyclic group G. We will later focus on the
multiplicative group of a prime-order finite field and the cyclic subgroup generated
by a point on an elliptic curve, so we will keep them in mind these next few sections.

2.1. ElGamal Messaging. The ElGamal system is a way in which two parties,
Robert and Suzy, can exchange a secret message over a public channel without
prior contact, similar to RSA. This is done by creating a public encryption key and
private decryption key, so the message can be encrypted to be unreadable before
being sent and can only be decrypted and read by the intended recipient, Robert.
Setup Robert chooses a cyclic group, G, and finds a generator g of G. Next, he
choose a secret integer, s and computes S = ¢g°. Only s is kept a secret, while
(G, g,S) is broadcast to the public.

Encryption Suzy first chooses one of a slew of methods to encode her message
as an element of the group, m € G. Then, she chooses a secret integer, ¢, and
computes both r := ¢¢ and e := mS¢. The number ¢ is kept secret, while (r,e) is
sent to Robert.

Decryption Robert now retrieves the message m by calculating er=?:

sc

(21) er—s _ mScr_S _ mSc(gc)—s — mS(:g—sc — mgscg— — mgO =m

Note this message is kept secret as decryption required use of the secret key s.
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2.2. Diffie-Hellman Key Exchanges. The Diffie-Hellman Key Exchange is a
protocol by which two parties, Robert and Suzy, can establish a shared secret
through a public medium by swapping secretly-generated information. This shared
secret is then often transformed using some agreed-upon procedure into the key for
a symmetric cipher so they can engage in long-term secure communication.

Setup Robert and Suzy agree upon a cyclic group, GG, and an element, g, that
generates it.

Party 1 Robert chooses a secret number, s; < #G, and calculates S; := g°*. He
then sends 57 to Suzy, keeping s; secret.

Party 2 Suzy, in turn, chooses a secret number, sy < #G, and calculates Sy := ¢°2.
She sends back S2, keeping sy secret.

Shared Secret Finally, Robert uses s; to calculate Si2 := S3' while Suzy uses so
to calculate So; := S72. We note that these two values are equivalent.

(2.2) So1 =572 = (g°1)% = g™ = g% = (¢7)" = 53" = 512
Note that Robert and Suzy have thus come up with a shared secret, as s; or sy was
required to compute the shared secret.

3. SECURITY & HARDNESS OF THE DISCRETE LOG PROBLEM

These two cryptosystems, one might have noticed, were largely based off assum-
ing the answer to the following question is “hard”.

Question 3.1. Given a cyclic group, G, a generator, g, of G, and an element
h = g*, how hard is it find x ?

The problem of finding this x is known as the Discrete Logarithm Problem, and
it is the basis of our trapdoor functions.

Definition 3.2. Let g be a generator of G. Let h € G. The discrete logarithm
of h, Ly(h), is defined to be the element of Z/(#G)Z such that

ng(h) — h

Thus, we can think of our trapdoor function as the following isomorphism:
E,:Z/(#G)Z — G

Ey(z) =g"
So, the question becomes how hard is it to find the backwards isomorphism,
Ly:G—Z/(#G)Z
Le(g") ==
We investigate the security of these systems in relation to this trapdoor function.
First, we wonder whether our cryptosystems are in fact actually as hard to break

as solving the Discrete Logarithm Problem. We show the security of the systems is
properly defined to be in terms of our above discrete group exponentiation function.

Theorem 3.3. If solving the Discrete Logarithm Problem is easy, the ElGamal and
Diffie-Hellman systems can easily be broken.

To show this claim, we first introduce a way to model such a solution.
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Definition 3.4. An oracle is a theoretical constant-time “black box” function.
We say a ‘call’ to an oracle is a use of the function on a specified input, giving us
our desired output.

We often use the idea that we have an oracle to show rough computational
equivalence between two different problems. For example, if we can solve the first
problem in polynomial time using an oracle for the second problem, then finding a
polynomial-time algorithm to solve the second problem instantly results in finding
a polynomial-time algorithm to solve the first problem.

Examples 3.5. We will consider the following oracles to break our systems.
Discrete log oracle:

DL, : G — Z/(#G)Z where DL,(¢°) =
ElGamal oracle:
EG,: G x G x G — G where EGy(r,S,e) =m

where r, s, e, m are as in Subsection 2.1.
Diffie-Hellman oracle:

DHg : G x G — G where DHg(Sl,SQ) = 521
where S7, S, 521 are as in Subsection 2.2.

We can now show the proposition, proceeding in the exact way suggested above.

Proof of Theorem 3.3. Assume we have a solution, DL, to the Discrete Log prob-
lem.

We calculate s = DL,(S) using a call to our oracle. Then we can calculate
m = er”® and break ElGamal.

To break Diffie-Hellman, we calculate s; = DLy4(S1) using a call to our oracle
and can then calculate So; = S5°. O

The discrete log problem’s hardness is thus an appropriate security measure.
A related question one might naturally have is to wonder what the relative
security of these two systems is.

Proposition 3.6. Solving the Diffie-Hellman system is equivalent to solving the
ElGamal system.

Proof. (=) First, assume we have a Diffie-Hellman oracle, DH,. We calculate
9°¢ = DHgy(r,S) and invert this and multiply by e to find the ElGamal message
eg ¢ =er * =m.

(<=) Now, assume we have a ElGamal oracle, EG,. We calculate S;** =
EG4(S1, 52,1) and invert this to find the shared secret. O

Thus, these two cryptosystems seem equivalently secure. However, the following
question, if the converse to Theorem 3.3 holds, remains open:

Question 3.7. Does breaking the ElGamal system or solving the Diffie-Hellman
problem solve the Discrete Log Problem?

This is an important question because a positive answer, combined with Theorem
3.3, shows that solving the Discrete Log Problem is as hard as breaking the ElGamal
and Diffie-Hellman systems. Essentially, this guarantees that there does not exist
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an unknown surprise algorithm that solves these systems in an easier way than
solving the known-to-be hard problem of discrete logs [Washington, p. 171].

We summarize the state of research on this topic: “It is believed for most groups
in use in cryptography that the DHP and DLP are equivalent,” [Blake, p. 3] The
biggest step towards the answering of this problem is due to the Maurer Reduction
first proposed in 1994. Essentially, Maurer, and later work of Wolf and Boneh
showed that they are equivalent in ‘most’ groups assuming certain conditions [Blake,
ch. IX.4]. For more on this theorem, which essentially uses a D-H oracle on points
of an elliptic curve to get the discrete log, it is suggested the reader goes to see [13]
and [14]. Further, for a more current summary of the state of this problem, see [6].

Now that we have considered the relative hardness of these problems and the
security of their underlying systems, we now move to attacks on the discrete log-
arithm problem that could possibly make them insecure, by making it computa-
tionally feasible to crack them. We see that they are in fact super-polynomial and
discuss conditions to counter-act these attacks to retain better security.

4. ALGORITHMS FOR SOLVING THE DISCRETE LOoG PROBLEM

In this section, we investigate attempts to solve the Discrete Log Problem, lead-
ing towards finding the current computationally-best algorithms for performing the
backwards computation,

Ly : G — Z/(#G)Z where Ly(h) = Ly(¢”) = x

4.1. General Cyclic Groups. We first look at algorithms that work for any gen-
eral cyclic group, G.

The first most obvious way to attack the discrete logarithm problem would be
brute-force guessing,

Algorithm 4.1 (Brute-Force Guessing). Compute ¢ for all i € Z/(#G)Z, stopping
when we get a match with h.

On average, one must compute #G/2 powers of g; this algorithm is clearly
exponential in the input as we can represent each member of G using log,(#G)
binary digits. Thus, if this were the best-known algorithm for finding the DLP,
then our systems would be most secure.

Those familiar with the classic “Birthday Problem” might instead suggest mak-
ing two lists of size on the order of N ~ /#G.

Algorithm 4.2 (Birthday Attack). Compute list one of multiples
g fori=1,..vVN
and list two of terms _
hg™ for j=1,...,. VN

Then, with high probability, there will be a match, that is there will exist i, and

Jo such that we have
gio — hg_jo = h — giOgjo — gio"’jo

and thus we have our discrete log, © = i, + j,. This stops in O(v/N) steps; our v
value has gone down. However, we note this process only works with high prob-

ability [Kolster, ch. 5.6]. This property of producing a correct output with some
probability and no output otherwise makes it a so-called ‘probabilistic algorithm.’
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However, this idea can be adapted into a ‘deterministic’ process, meaning it
always produces a match which leads to the correct output, and thus has worst-
case complexity O(v/#G), about the same as Algorithm 4.2’s average complexity.

Algorithm 4.3 (Baby Step, Giant Step). First, one picks m > /#G and computes
M := g". Then, one can compute and store

List 1: {g'|0 <i < m}
Similarly, one can compute and store
List 2: {hg™/™0 <j <m —1}
Note m > /#G and for all z, z < #G — 1, so,
0+0m=0<k<#G—-1<m?*—1=(m—1)+(m—1)m

Therefore there exist a,b < m such that z = a 4+ bm. So, we can write g* =
g%g"" = ¢Tg~"™" = ¢°. So, since g% is in List 1 and ¢¢g~*" = hg~™ is in List 2,
we always have a match between our two lists and can find x = a + bm.

This is a definite improvement on guess-and-check, having O(y/#G) rather than
O(#G/2) runtime yet also being guaranteed to eventually find our discrete
logarithm. However, it is still exponential, so we try another algorithm.

We now present an algorithm with the same worst-case complexity, but which
can do much better in certain cases. Afterwards, we will see what these cases are
and consider how to avoid them.

Algorithm 4.4 (Pohlig-Hellman). This algorithm makes use of the knowledge
of the group order and its prime factorization, #G = [[, ¢;" to find the discrete
logarithm, x. This is done by finding the discrete logarithm z modulo each prime
power and using the Chinese Remainder Theorem to recombine them.

Prime power expansion Let ¢ be one such prime factor and ¢ be the maximal
power of that prime that divides #G, i.e. ¢¢ | (#G) but ¢°T! { (#G). We can write
z in terms of powers of ¢ with 0 < z; < ¢q as follows:

T=To+21q+ ... +2e_1¢°7" (mod ¢°)
Finding x, We first compute the list of multiples

#G
M := {ng\O <r< q}

We then compute h#S/4, which we note is in M, because
pH#Gla — gm(#G)/q - g(mo+m1q+~--+me—1qe’1)#G/q - gro(#G)/q

as g#¢ = 1g, the group identity. We have thus found z, as the r that produces
this match.

Finding z; given x;_; Now, assume that we have found x;_; and still need to
calculate z; for j <e—1
Let h, := h and recursively define h; := hj_lg_rﬂ‘—lqkl. We then compute
hf&G/ " and once again find this is an element of M as

h#G/qu (@j+ajp1q+.Awe—1q ¢V THG /g7 T z; #G /g7
j

=g =g
Recombination So, we can find all z; for each ¢ and thus, by the Chinese
Remainder Theorem, we can find z.
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As this algorithm computes a list of ¢ elements, M, for each prime, it will run
faster if each such ¢ is small and slower if there is a large q. That is, this algorithm
runs in O(v/1) time, where [ := max{g|q is a prime dividing #G}, meaning we want
the maximum prime factor to have a similar order of magnitude as #G. If we can
choose a prime-order group, then this has the same run-time as Algorithm 4.3.

As such, finding the order of the group becomes very important, as knowing
the order of the group is necessary to ensure that Algorithm 4.4 runs slowly. For
example, if we are working over F 7, we can choose a p such that p = 2¢ + 1, where
q is also a prime to guarantee that there exists a subgroup of large prime order ¢
which we can choose as our G.

Below, we present a probabilistic algorithm for calculating the discrete log with
expected run-time O(y/#G), but which requires minimal storage. Additionally, it
works well partially due to attempting to keep the Pollig-Hellman algorithm as slow
as possible by choosing the group to be of large prime order.

First, we define a function f that acts randomly, but gives us useful information
when two inputs get mapped to the same output. Below, we use what is essentially
a random walk among points in the group. For other suitable functions, including
analyses of their running times, see [17].

Algorithm 4.5 (Pollard’s Rho Method). To define our f, we partition G into
several approximately equal cells.
¢=]]c

We then choose a step for each cell by randomly picking two integers less than #G,
¢;, d;, for each cell such that

S; = gihd
Thus, our random walk function, f : G — G is given by

Finally, we start our random walk at random element Ey := g9°h" where g, and
h, are random integers less than #G. We define g; and h; as the sum of the
exponents on g and h, respectively, ‘picked up’ along the way such that after each
step E; = g9"h". We continue this random walk until there exists j # k such that
E; = E),. When this occurs, we have

g9 hh = g9 k" = g; + zh; = g + Th
Thus, assuming that ged(hy — hj, #G) = 1, we have
(95 — gr)(hi — hy) 't =z

Since #G can be assumed to be prime to prevent against the Pohlig-Hellman
attack, the probability that ged(hy, — hj,,#G) = 1 is high [Washington, p. 149].

However, we have avoided the question of how to detect such a match. As
we claimed this algorithm normally takes +/#G steps to terminate, storing each
point would lead to \/#G storage being taken up. We can dramatically reduce the
amount of storage needed by making the observation that if £; = E}, then for all
l, Ej1; = Eji4;. Thus, we can, say, compute pairs (E;, E2;) until we get a matching
pair. The extra computation required for this is only a constant times it would be
if we stored all points, and thus runtime remains O(y/#G) while storage has been
reduced to a constant 2, a truly negligible amount [Washington, p. 148].
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So, despite our choice of prime group order to defend against the Pollig-Hellman
algorithm being exploited by the Pollard Rho algorithm, we can still say that over
an arbitrary cyclic group, our cryptosystems are most secure because we have not
found a sub-exponential algorithm that solves the discrete logarithm problem.

However, this does not mean that sub-exponential algorithms for any cyclic
groups do not exist, just that there is not a sub-exponential algorithm that applies
to all cyclic groups. In fact, while all cyclic groups of order #G are isomorphic
to Z/(#G)Z, the ease of finding and computing the backwards function L, varies
considerably for different groups. Thus group choice in cryptography is crucial.

Example 4.6. Let G = Z/pZ for some prime p. Then any non-zero element g is
a generator. Given any h = xg, we can quickly find L,(h) = x by first using the
Extended Euclidean Algorithm to find g~! and then calculate hg~' = z.

We now consider the case of the multiplicative group of a finite field of prime
order, as historically this has been the group used in cryptographic applications.

4.2. The cyclic group F. As one might have guessed, much research has been
done into attempting to crack this system by finding sub-exponential or even
polynomial-time discrete log algorithms, and progress has indeed been made. Be-
low, we reproduce one of the best-known and fastest algorithms for solving the
discrete log problem in sub-exponential time. While the running time of the algo-
rithm actually depends on the exact set-up, a testament to its power is that in 2001,
it was successfully used to find discrete logs modulo a 120-digit prime [Washington,
p. 145] and similar algorithms have since been used to find a discrete log modulo
a 180-digit prime [10].

Algorithm 4.7 (Index Calculus). Let p be a prime and g a generator of F)\. As
before, the following method finds « where g* = h € F .
Relations First, choose a limiting size, N and create the “factor base” F = {f;|f <
N is a prime}. Similarly, choose a limiting size, R, and for z = 1,2,..., R find
relations of the form
g" =+ [] £ (mod p)
feF

where e, (f) are the proper exponents to express g% in terms of elements of F'.

Calculations Now, because of logarithm properties, we can change these rela-
tions into the form

2= ex(f)Ly(f) (mod p-1)
feF

Then, we do heavy linear algebra computation to solve this system of equations.
This results in having access to the complete set {Ly(f)|f € F}, our “index table.”
Finding the Discrete Log Now, to solve gZs(") =} for Ly(h) we compute g/ih
until there exists j, such that we get a relation of the form

geh =+ H feiot=(f) (mod p)
feF
where e; 1. (f) are as above. This gives us
Lo(h) = ) €;,(/)Lg(f) = Go (mod p-1)
JeF
and thus we have found our discrete logarithm.
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The key idea here is that since we are working in ), we can write elements
uniquely as a product of primes, and attackers have found fast algorithms for fac-
toring integers in terms of powers of primes to find the types of relations above
to create our index table. For example, the number field sieve is an extremely
fast algorithm to produce new relations of that form which is used in most of the
lowest-order algorithms for finding discrete logarithms in S [Washington, p. 145].

We note that in the notation of Definition 1.4, v = 1/2 for this algorithm and, in
fact, Antoine Joux has recently proposed algorithms with v values as low as 1/4 [12]
and a “quasi-polynomial” algorithm in May 2014, found in [4]. Thus, cryptosystems
over IF ¢ are quite less secure than our abstract group analysis might have suggested.

So, these perhaps natural choices for cyclic groups turn out to not be the most
secure, leaving us to search for other such groups. What we would most like is to find
a cyclic group whose elements we can easily represent in a computer and on which
we can easily perform forwards operations, but does not have a sub-exponential
algorithm for solving its discrete logarithm problem. This way, our cryptosystems
can be as secure as possible and prevent against these attacks without the key
size (the input size in Definitions 1.2) being too large. We care about key sizes
because, returning to Example 1.3, we note that because we are only considering
the big O order of our algorithms, we might run into unwanted multiplicative
constants or high exponents on the polynomials that characterize our running times.
If such a thing happens, then increasing the key size to large values might actually
make it less feasible to compute our forward operations. This increasingly becomes
a problem as the average computational power available to technology that has
to implement these systems decreases; for example, smart phones with far less
processing power than normal computers might want to implement a Diffie-Hellman
exchange in order to browse the Internet securely.

Neal Koblitz and Victor Miller independently suggested using the group of points
on elliptic curves, frequently-studied objects in number theory [Blake, p. 7].

4.3. Subgroup Generated by a Point on an Elliptic Curve. It seems that
little to no progress has been made into finding a sub-exponential algorithm for
solving the Elliptic Curve DLP. Most of these attempts have focused on trying to
find an analogue to performing index calculus methods on the curve, which has
turned out to fail and can be read about in [5] and [9]. Another method that has
been attempted is Semaev’s “summation polynomials”, which has produced a sub-
exponential algorithm (but only for the case of Fan, not for F,), has a v value of 2/3
[15], which is higher than the v values for the finite field discrete log problem, and
only works well for key sizes much larger than are currently implemented [16]. Yet,
this is an active research area and such algorithms theoretically could be found.

As an example of how elliptic curves thus satisfy what we want from a group
to base our cryptosystems on, consider the following approximate formula for the
relative security of using IFS vs. E(F,) given on [Blake, p. 9]:

log, q ~ 5(log, p)'/*(In(log, p) In 2))*/*

This means, for example, that a traditional key size of 1024 bits is approximately

as secure as a key size of 173 bits for elliptic curves and a traditional key size of

2048 bits is approximately as secure as a key size of 313 bits for ECC [Blake, p. 9].
As it seems this group is most safe, we now provide an introduction to it.
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5. ELripTic CURVES: A BETTER GROUP FOR CRYPTOGRAPHY

5.1. Basic Theory and Group Law. There are multiple ways to define an elliptic
curve; for our purposes in studying cryptography, we follow Kolster and Washing-
ton’s expositions using the Weierstrass Equation definition.

Definition 5.1. An elliptic curve over a given field, F, is a curve y? = 23+ Ax+B
where A, B are in F and —16(4A43 4+ 27B?) # 0. For L/F, a field extension, we
define E(L) to be the set of equivalence classes given by ratios of solutions (z : y : 2)
to the equation y?z = 23 + Axz? + B23. This is the set E(L) := {(x,y) € L?|y* =
23+ Ax + B} U {cc}.

We note that 322 = 23+ Axz2+ B2z? is the projective version of 42 = 23+ Az + B,
so their sets of solutions (x,y, z) to the first and (z,y) to the second are naturally
related. Due to the homogeneity of the polynomials in the first equation, for all ¢,
(tx,ty,tz) is also a solution, so instead we consider ratios of solutions (z : y : z).
There is a clear bijection between our set E(L) and solutions to this equation.
The points (z,y) map to (z : y : 1) and the point co maps to (0 : y : 0). Now,
surprisingly, this set constitutes a group with the operation given below.

First, we present a nice, slightly informal, geometric interpretation of this oper-
ation: To add two points in the elliptic curve group, take their secant line and find
its intersection with the elliptic curve. The result of their addition is the reflection
over the y-axis of this intersection. This definition runs into a few problems when
considering adding a point to itself or the point oo, which we can think of as the
top and bottom of the y-axis, so we formalize it below.

Group Law Let P,Q be points in our set. We define their sum, R, as follows:
1) If P=o00, R=Q and if Q = oo, then R = P.
Now, assume neither P nor @ is 0o, so we represent P = (z1,y1) & Q = (22, 92).
2) if ©1 = x2,y1 # Yo, then m := oo, which gives R = oo.
3) if P =@Q,y; =0, then m := oo, which gives R = co.
Else, we can represent R := (x3,ys3) as follows.
4) if &1 # xo, then m := (y2 — y1)/(x2 — 1) which gives
3 =m?— (x1 +x2), y3=m(x1 —x3) —Y1.
5) if P =Q,y; # 0, then m := (322 + A) /2y, which gives
r3=m? — 2wy, y3=m(ry —x3)—Y1.
We note this operation is a binary relation on E(F) as oo, x;,y;, A, B € F and
we only perform rational functions on these.

Theorem 5.2. If F is finite, E(F) is a finite Abelian group.

Proof. We give a sketch of a proof of this result.

Finiteness There are only a finite number of possible pairs (z,y).

Identity There exists a unique element which satisfies the identity property of our
group - for all P € E(F), P+ oo := P as we defined our operation this way for co.
Inverses For all P € E(F), there exists —P € E(F'), which obviously holds for co.
For all elements other than the identity, (z,y) € E(F) = (z,—y) € E(F) and by
2) above, (z,y) + (z, —y) = 0.

Associativity One could check that the formulas defined above work out, or if one
desires a cleaner, more theoretical proof, see [Washington, ch 2.4].
Commutativity This easily follows from the formulas given above. O
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5.2. Finding the Order. In this section, we briefly state classic results from el-
liptic curve studies on the group size. We then discuss their application to finding
the size of the group, and how knowing these results and being able to find the size
of the group allows us to better prevent against attacks by picking the size of the
group correctly, as motivated by the Pohlig-Hellman attack.

First, the group structure of F,-valued points on an elliptic curve is known to
have at most 2 generators.

Theorem 5.3. Either E(F,) 2 Z/nZ or E(F,) = Z/mZ & Z/n.Z

The proof of this statement involves another useful concept, E[n].

Definition 5.4. The set of n-torsion points, E[n] := {R € E(F,)|nR = oc}.

Proof. We remember that the Fundamental Theorem of Finite Abelian Groups tells
us E(Fy) 2 Z/mZ & ... % Z/n.Z, with n; | nj4q for i = 1,...,r — 1. Suppose that
E(F,) does have a subgroup of the form Z/mZ @ ... ® Z/n,Z with r > 3. Then,
the set of ni-torsion points in E(F,) has at least n] elements. The above set in
E(F,) is by definition a subset of E[n;] but this contradicts a lemma that says
#E[n1] <n?. So, r < 2. For the lemma’s proof, see [Washington, ch. 3.2 |

The obvious way to find the group order is to list all of the elements, going
through all possible z values and seeing if there is a y that satisfies the equation
y?> = 22 + Az + B. Intuitively, the order of the group is heavily related to the
number of squares, which we might guess is ¢ — 1. In fact, we can write out the

order of the group explicitly using this notion, helped by the Legendre symbol.
Definition 5.5. The Legendre symbol, is defined as such.
+1 if 3t eFSst =z

X .
<]Fq) =< 0 ifz=0

-1 iffeF,st. 2=z
This gives us

Proposition 5.6.

2+ Ax+ B

EF,)=q+1+ - - -
sy -1 3 (22420
z€F,
Proof. For all z, € Fg, if x3 + Az, + B is a non-zero square, there exist 2 points
on the curve, (z,,++/23 + Az + B), if 23 + Az, + B = 0, there is the unique point
(7,,0), and if 3 + Az, + B is not a square, there do not exist any points with that

13+Amo+B

]Fq

z-coordinate. So, for each x,, there are 1 + ( points. There are g such

T,, 80 adding our one oo point, we get the claimed number. (I

Doing an analysis of this “error” term, ¢t := #E(F,;) — (¢ + 1), from what one
might expect the number of squares to be in E(F,) yields the following theorem.

Theorem 5.7 (Hasse’s Theorem).
(¢+1)+2yq=>#E[F,) > (¢+1) - 2Vq

Proof. This is presented without proof, which can be found in [Washington, ch.
4.2). O
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These results are key for our algorithms, as we can now tackle the slightly easier
problem of finding the order of just a few points to find the group order.

Theorem 5.3 tells us that there exist at most 2 points whose orders completely
determine the order of the group, meaning if we could just find them, we would not
have to compute the order of very many points.

Theorem 5.7, Hasse’s Theorem, tells us that we have an interval of size 4,/q
that the group order lies within, meaning that, due to LaGrange’s Theorem, we
can dramatically restrict our candidates for the order of the group. As the order of
every element of a group divides the group order, high-order points will have few
multiples in that interval. Thus, we only need to find a small number of high-order
points or a point, H, with order ord(H) > 4,/q in order to find the group order.

Due to Hasse’s theorem, using just brute-force guessing and checking, finding the
group order would run in O(,/q) time. However, we can once again reduce this
using a baby-step, giant-step method, which runs in O(y/q) time.

Algorithm 5.8 (Shanks-Mestre Baby Step, Giant Step). This algorithm finds
ord(P) for P € E(F,) below.
First, we compute Q) = (¢ +1)P. Then we pick m > g and compute and store

List 1: {iP|1 <i<m}
Similarly, one can compute and store
List 2: {Q 4+ k(2mP)|—m <k <m}
until we find a match, that is, there exist 1, and k, such that we have
Q + ko(2mP) = +i,P

which gives us
(g+ 1+ 2mk, Fi,)P =00

Then, taking this ‘killing multiple’ M := g+ 1+ 2mk,Fi,, we can look at its factors
p1p2...pr = M to find the true order by computing %P for all factors, redefining

M by dividing out by the p; such that %P = oo until we are left with ord(P).

While there are improvements to the above algorithm, we ignore them and in-
stead present a much faster algorithm for finding an order of a point. We briefly
sketch this algorithm below, providing the necessary background on the theory of
the Frobenius endomorphism and specially-defined division polynomials that help
in detecting roots.

Definitions 5.9. The Frobenius Endomorphism, ¢ : E(F,) — E(Fq), (x,y) — (x9,y9)
is a map which, with ¢t := #E(F,) — (¢ + 1), has characteristic equation

(5.10) ©*—tp+q=0

Polynomials denoted ¢, ®m,wm € Flz,y] have been found which represent an
algebraic expression for the coordinates of point multiplication. That is, if we let
P = (z,y) be an element of E(F,), then we can express the results of adding P to
itself n times according to the group law given above as

(bn(x) W (,y) )

"= 26 Y@y
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In particular, the m*® division polynomial, v/, satisfies the property
Ym(x) =0& P € E[m]

For why this is true and explicit formulas for these polynomials, see [Washington,
ch. 3.2].

Keeping these definitions in mind, we can now understand Blake’s presentation
of the point-counting algorithm proposed by René Schoof [Blake, ch. VILI]

Algorithm 5.11 (Schoof’s Algorithm). This algorithm runs in O(log® ¢) steps and
finds #E(F,) by finding the ‘error term’ ¢ such that #E(F,) = g+1—¢. By Hasse’s
Theorem, |t| < 4,/q. We find ¢t mod I; for i = 1,...,7 the smallest primes such that

=1

I =2 case In the | = 2 case, it is very easy to determine whether ¢ is odd or even.
Since ¢ is an odd prime, ¢ + 1 is even and thus t = #E(F,) (mod 2). If there

exists a root r € I, such that 0 = r3 + Ar + B, then there is a point of order 2 on

the curve, which implies that the group has even order and thus ¢ = 0 (mod 2). If

there does not exist such a root, then ¢t = 1 (mod 2).

I > 2 case Let R be a member of the set of I-torsion points, E[l].

By (5.10), we know that for such R,

©’R —toR+qR =0

Thus, if we let g; := ¢ (mod 1) and ¢ := ¢ (mod 1), then if we find a 0 < 7 <
(I —1)/2 such that

(5.12) ©’R+ qR =+7pR

then +7 = t.

We can see p? R+ ;R = t;pR, thus we have (t; F7)pR = 0. Since ord(pR) =,
we know [ | (t; F 7), and so we conclude t; = £7.

So, to find ¢;, we can try each candidate 7 as follows, only paying attention to
the x-coordinate and working modulo ¢;:

One can compute ¢?R directly, while ¢;R and TpR are rational functions of
2,9, ¥m. Thus, one can use the point-addition formula to compute ©?R + q;R
symbolically, ending up with an equation h,(z) = 0. We can thus use this h,(z)
polynomial to determine whether a given value of 7 being tried satisfies (5.12).

One can check if h, (z) = 0 has a solution with (z,y) € E[l] by computing
ged(hyr, 1p). If their greatest common divisor is 0, then there is no solution @ € E[l]
to (5.12) and we move onto the next 7. If ged # 0, then we can say there does exist
such a . This will allow us to determine what t; is, as only one such 7 will give
ged(hr, 1) £ 0.

Finally, we use the knowledge of each ¢; to find ¢ via the Chinese Remainder
Theorem. For greater detail, including, why only one such 7 satisfies this property
and how to determine, by looking at the y-coordinates, whether we should use +7
or —7 as our t;, see [Washington, ch. 4.5].

We note this huge improvement in running time is due to Algorithm 5.11 only
taking ged(h,, ), meaning we can work entirely modulo ;. Thus, our compu-
tations are done only on small-order polynomials, for which computations such as
Euclid’s Algorithm are fast [Washington, p. 124].
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Thus we have seen that the order can be quickly computed and therefore we can
find curves of safe orders to get around Pohlig-Hellman, once again making elliptic
curves a good choice for the underlying cryptographic group.

6. ENSURING SECURITY

Finally, we discuss the practical applications of how to choose an elliptic curve
group in order to implement one of our cryptosystems.

In order to make the asymptotic running times of super-polynomial attack algo-
rithms excessive, we are required to choose curves with a subgroup of large prime
order which we can work in. Specifically, the National Security Agency’s Suite B
recommendations state that a 384-bit prime is sufficient for ‘top secret informa-
tion’. Similarly, Certicom, in its Elliptic Curve Cryptography Challenge, still offers
$40,000 for cracking a discrete logarithm on a curve defined over F, where p is a
191-bit prime and believes it to be out reach of current computational power, esti-
mating it to take 4.8 x 10'Y days for an Intel Pentium 100 to do so. The National
Institute of Standards and Technology recommends that to achieve security on the
order of 212 steps, one must choose a prime of size 2048 bits for [} while only a
prime of size 224 bits for E(F'). The data here is taken from [11], which gives a
nice summary of current recommendations.

6.1. Special Cases and Notes. Additionally, there are certain curve forms such
as anomalous curves where #E(F,) = ¢, curves with #E(F,) = ¢=£1, or curves with
¢° =1 (mod q) for some small s which are highly susceptible to attacks specifically
designed against them and which should not be used. A good reference for listing
such curve types is [7]. The reasons for these specific conditions needing to be met
are due to attacks based on the Weil and Tate pairings, which one can read about
in [Washington, ch 3.3-3.4, 11.2-11.3]

7. FURTHER READING

In this paper, we have only examined the basics of elliptic curve cryptography.
There is still a wealth of material in elliptic curve cryptography to delve into. I
would particularly suggest the curious reader to read about the aforementioned Weil
and Tate pairings as new, improved elliptic curve cryptographic methods based on
these pairings have recently been developed, such as modifications to the Diffie-
Hellman Key Exchange which provides verification of who is sending the messages
or are efficient three-party versions. For information on these as well as hyperelliptic
curve cryptography, I recommend checking out [8].
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