A SURVEY OF PRIMALITY TESTS

STEFAN LANCE

ABSTRACT. In this paper, we show how modular arithmetic and Euler’s totient
function are applied to elementary number theory. In particular, we use only
arithmetic methods to prove many facts that are fundamental to the study
of prime numbers. These proofs lead us to examine the theorems governing
several simple primality tests.
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1. INTRODUCTION

The goal of this paper is to provide proofs of several theorems and lemmas
essential to introductory number theory and to expose some basic primality tests.
The paper will therefore establish a basis for further exploring number theory.

We first review properties of modular arithmetic and the fundamental theorem of
arithmetic and use them to explore elementary properties of prime numbers. This
naturally requires the investigation of Euler’s totient (or phi) function and related
topics, such as reduced residue systems and order. We finish by using these results
to prove the theorems behind some basic primality tests.

This paper relies upon and provides detailed explanations of arithmetic rather
than analytic methods, so we assume relatively little.

Remark 1.1. For the sake of reducing redundancy, we do not consider negative
integers in the following proofs. Adjusting these proofs to apply to the negative
integers is trivial and not significant for the results we prove.
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2. MODULAR ARITHMETIC AND THE FUNDAMENTAL THEOREM OF ARITHMETIC

We begin by reviewing some notation and the basic properties of modular arith-
metic on N.

Definition 2.1. We define natural numbers to be nonnegative integers and denote
the set of natural numbers by N.

Notation 2.2. If ¢ and b are integers and a divides b, then we use the notation
alb.

This is equivalent to saying that when b is divided by a, the remainder is 0, and
it implies that |a| < |b].

Definition 2.3. Two integers a and b are said to be congruent modulo a positive
integer n if n|(a — b). If this is the case, then we write

a=b (modn).

We say that n is the modulus and that b is a remainder or residue of a (mod n).
If b is the smallest nonnegative integer such that this is true, then we say that b is
the least nonnegative residue of a (mod n). If b is positive, then we say that b is
the least positive residue of a (mod n).

Remark 2.4. Congruence (mod n) on the integers is an equivalence relation. Be-
low, we provide several of the properties modular congruence is equipped with, and
their proofs are left as exercises for the reader.

Let a,b,c,d,n € N such that a = ¢ (mod n) and b = d (mod n). Then we have
the following.

Reflexivity: a = a (mod n).

Symmetry: a =b (mod n) if and only if b = a (mod n).

Transitivity: if a =b (mod n) and b = ¢ (mod n), then a = ¢ (mod n).
a+b=c+d (mod n).

a—b=c—d (mod n).

ab = cd (mod n).

If a = b (mod n), then ka = kb (mod n) for any k € Z.

If a = b (mod n), then a* = b* (mod n) for any k € N.
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We can express these properties in slightly different ways, and doing so is often
useful. For example, a slight variation of statement (4) is that if n|a and n|b, then
n|(a +b). We will use these derivations liberally and will not derive all of them.

Along with modular arithmetic, the concept of the greatest common divisor (ged)
is crucial to number theory.

Definition 2.5. Let a and b be positive integers. We call d the greatest common
divisor of a and b if d is the largest positive integer satisfying d|a and d|b.

Now we examine the fundamental theorem of arithmetic, which will allow us to
write each positive integer n > 1 as the product of primes less than or equal to n.

Theorem 2.6 (Fundamental Theorem of Arithmetic). Fach positive integer greater
than 1 can be uniquely written as the product of primes, up to their arrangement.
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Proof. The integer 2 is the first positive prime, and it can be written as the product
2!, Now suppose that we can write the first n positive integers as products of primes,
and consider the integer n -+ 1. If n+ 1 is prime, then it can be written as (n +1)*.
If n 4+ 1 is not prime, then it must be composite. By the definition of a composite
number, n + 1 can be written as the product of two positive integers a and b such
that a,b < n+1. By assumption, a and b can be written as the products of primes;
that is, we may write a = Hlepfi and b = Hé’:l qjg-lj, where each p;, ¢; is prime.
Since n 4+ 1 = ab, we have

K I
n+1=]]p I
i=1 =1

and n + 1 can thus be written as the product of primes less than or equal to it.
Now we shall prove that each positive integer greater than 1 has a unique prime
factorization. Let ¢ € N and suppose it has two distinct prime factorizations
a=mp1-pp and a = q1 -+ Gm. Clearly pila = q1 - qm, and since p; is prime,
there must exist some j < m such that p1|g;. But ¢, is also prime, so we necessarily
have p; = ¢;. This process can be repeated to find that for all p;|a, there exists a
q; satisfying ¢; = p;. Hence n < m. Now we repeat the process but by considering
all of the ¢; to deduce that for all g;|a, there exists a p; satisfying p; = ¢;, and
thus m < n. This means m = n and the prime factorizations py - --p, and q1 - - - ¢,
contain the same primes and are simply rearrangements of one another. Therefore,
each positive integer greater than 1 has a unique prime factorization up to the
ordering of the primes. (I

Equipped with these properties and definitions, we can now prove the division
theorem and Bézout’s identity. The division theorem tells us how two positive
integers are related when we divide one by the other, and Bézout’s identity reveals
a powerful relationship between two integers and their gcd. We will make extensive
use of both theorems throughout this paper.

Theorem 2.7 (Division Theorem). Let a,b € N such that b # 0. There exist
q,7 € N such that a =bg+r and 0 < r <b.

Proof. Consider ¢ € Q. There exists a nonnegative integer ¢ such that ¢ < § <
g+ 1. Multiplication yields bg < a < b(g+ 1), so there exists an integer r such that
bq + r = a, where r is at least 0 and always less than b, since bg+b =b(qg+1) > a.

In other words, 0 < r < b. O

Theorem 2.8 (Bézout’s Identity). Let a,b,d be positive integers such that
d = ged(a,b). We can write d as a Z—linear combination of a and b, that is,
as an expression of the form ma + nb, where m,n € Z. In fact, d is the smallest
positive integer that is a Z—linear combination of a and b.

Proof. Let x be the smallest positive integer that can be written as a Z—linear
combination of a and b, that is, such that x = ma + nb for some m,n € Z. Let
d € N such that d = ged(a, b). Since d|a and d|b, it follows that d|ma and d|nb, and
thus d|(ma + nb). By substitution, d|x, so d < z.

Now suppose x > d. Since d = ged(a, b), either x f a or x b, so suppose without
loss of generality x / a. We can use the division theorem to rewrite a as a = gz +r,
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where ¢, € N such that 0 < r < z. Indeed, since we assume z J a, we have
0 < r < z. Hence r = a — zq, and by substitution, we have

r=a—(ma+nb)g=(1—m)a+ (—ng)b.
But this means r is a positive integer that is a Z—linear combination of a and b
less than z, which contradicts our definition of x. Therefore, x = d; that is,
ged(a, b) = min{k € N | k = ma + nb, where m,n € Z}.
O

We now temporarily set aside these two theorems to explore the basic properties
of prime numbers, although we will find them useful in later proofs.

3. APPLICATIONS OF THE FUNDAMENTAL THEOREM OF ARITHMETIC

We can perform many interesting exercises with the fundamental theorem of
arithmetic, including the following.

Exercise 3.1. Let a,b, and ¢ be positive integers satisfying ged(a,b) = 1 and c|ab.
Then there exist unique positive integers d and e such that ¢ = de, d|a, and e|b.
Also, ged(d, e) = 1.

Proof. By the fundamental theorem of arithmetic, we can write a and b as products
of powers of primes up to the greatest prime factor of a and b. That is, we can
write a = Hle pit and b = Hle pli. Since a and b are coprime, it is necessarily
the case that for all ¢ € N satisfying 1 < i < k, either a; = 0 or b; = 0. Otherwise,
a and b would share a common factor p;, so we would have ged(a,b) > 1. Observe

that
k k k
ab = Hp?i . lezh — Hp;'lﬁ_bi-
i=1 i=1 =1

Since c|ab, we know ¢ < ab, so ¢ must be factorizable into powers of the p; for

all 7. By the fundamental theorem of arithmetic, we therefore have ¢ = Hle i,
where each ¢; < a; + b;, since ¢ < ab. But remember that a; 4+ b; is just a; when
b; = 0 and b; when a; = 0. Now define d, e € N such that

k k
_ d; _ d;
d—Hpi and e—Hpi.
i=1 i=1
b;=0 a;=0

It follows that ¢ = de, d|a, and e|b. Furthermore, d and e are products of primes
from disjoint sets, so d # e are unique and ged(d,e) = 1. a

Note that the fundamental theorem is not necessary to prove the above theorem,
but we use it anyway to demonstrate how it can be used.

We can also study the infinitude of primes in N with the fundamental theorem
of arithmetic.

Theorem 3.2 (Euclid’s Theorem). There exist infinitely many primes in N.
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Proof. Suppose there are finitely many primes p1, ..., p,, where p; < ... < p,. Let
q,7 € N such that

q:Hpi and r=gq+1.
i=1

Since p, is the largest prime by assumption, r must be composite, and by the
fundamental theorem of arithmetic, it must have a prime factorization including at
least one of the primes p, satisfying 1 < a < n; that is, p,|r. We also know p,|q
by the definition of ¢q. Therefore, p,|1. But this is a contradiction, since 1 is not
prime and p, > 1. Therefore, there are infinitely many primes. O

What is even more fascinating is that there are infinitely many primes of different
forms. Some basic, well-known ones are 4k + 1, 3k + 2, 8k + 7, and 6k + 5, where
k € N. The methods used to prove that infinitely many primes of these forms exist
differ from form to form, and they are not relevant to our later discussions, so we
will examine only one such proof.

Exercise 3.3. There are infinitely many primes of the form 4k + 3, where k£ € N.
Proof. Let p; = 3 and consider the primes pq, ..., p,, where n € N. Define ¢ as

q= 4(p1"'pn) -1

The integer ¢ is of the form 4k + 3, because all integers of the form 4k — 1 are equal
to 4(k — 1) + 3. Suppose there exists py such that 1 < k < n and pg|g. We know
pe|d(p1 - pn) = g+ 1, so there exist m,n € N such that mpg|g and npglq + 1.
Subtraction yields (m — n)pr = 1, which implies pg|l, which is a contradiction.
Hence ¢ has no prime factors less than or equal to p,.

Note that if a,, 8 € N such that «, 3 are of the form 4k + 1, then o3 is also of the
form 4k + 1. This can be extended by induction for any number of positive integers
of the form 4k + 1. Since q is of the form 4k + 3, it follows that it must have at
least one prime factor of the form 4k + 3. We can repeat this procedure for any
such ¢ (for instance, go = 4(p1 - - - pr) — 1, where p, is the first prime greater than
q) to obtain that there always exists a larger prime of the form 4k + 3, and hence
that there are infinitely many such primes. (]

Dirichlet proved a general theorem about the infinitude of certain forms of
primes:

Theorem 3.4 (Dirichlet’s Theorem). If a and b are positive integers such that
ged(a,b) = 1, then there are infinitely many primes of the form ak + b, where
ke N.

We will not prove this theorem in this paper.

4. EULER’S TOTIENT FUNCTION

We now come to one of the most useful functions we will use to study number
theory.
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Definition 4.1 (Euler’s Totient Function). The totient function ¢ : N — N is
defined as

p(n) =#{zreN: 1<z <nand ged(z,n) =1},

and it yields the number of positive integers less than and coprime to n.

Remark 4.2. Tt is simple to verify that ¢(z) > 2 for all positive integers x # 1, and
that p is prime if and only if ¢(p) =p — 1.

In this section, we will derive some properties of ¢, and we will heavily rely on
Euler’s totient function and these properties throughout the rest of this paper. It
is useful to have a formula to calculate ¢(n) for any n € N, and we will derive such
a formula, and introduce several other concepts in number theory, in the following
proofs.

Lemma 4.3. Ifp and a are positive integers and p is prime, then o(p*) = p*(1— %)

Proof. Since p is prime, the only positive integers that are not coprime with p®
are the multiples of p, so we must count the number of multiples of p. We have

,2p,...,p* tp, since p®~!p = p®. Hence there are p®~! positive integers that are
not coprime with p?, so we must subtract p®~! from p® to obtain the value of (:
a a a—1 a—1 a 1
e(p") =p" —p" =p" T (p—1)=p (1*5)
O

Definition 4.4. Let a and n be positive integers. If there exists a positive integer
a~! satisfying

a(@) =1 (mod n),

then we call a~! a modular multiplicative inverse, or simply a modular inverse, of
a (mod n). If a has a modular inverse, then we say that it is invertible (mod n).

modular inverses are powerful, and they will help us derive a formula for p(n)
and pursue other topics.

Theorem 4.5. A modular inverse of a positive integer a (mod n) exists if and
only if ged(a,n) = 1.

Proof. Suppose © = a~! exists. Then ax =1 (mod n), so there exist j,k € Z such

that jn = kax — 1. Thus 1 is a Z—linear combination of a¢ and n, and it follows
that ged(a,n) = 1, by Bézout’s identity.

Now suppose ged(a, n) = 1. Then there exist j, k € Z such that ja+kn = 1, and
hence ja+kn =1 (mod n). As kn =0 (mod n), we are left with ja =1 (mod n),
so j = a~! exists. The proof is thus complete. O

We often wish to find solutions to linear congruences, that is, equations of the
form axz = b (mod n), where a,b,n are known and z is unknown. From this, we
naturally desire to solve systems of linear congruences, which comprise multiple
congruences and potentially multiple unknown variables. The Chinese remainder
theorem provides a method for solving certain systems of linear congruences of a
certain form, and it thus serves as yet another powerful tool.
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Theorem 4.6 (Chinese Remainder Theorem). Let ny,...,n, be positive integers
such that the ny, ..., n, are pairwise coprime; that is, gcd(n;,n;) =1 foralli,j € N
between 1 and r such that i # j. Then there exists exactly one solution x modulo
[1;_, n; to the system of linear congruences

x=a; (modnq),

r=a, (modn,).

Proof. For all j such that 1 < j <, define k; € N as

1 r

Since all n; are coprime, ged(kj,n;) =1 for all j. Therefore, each k; has a modular
inverse (mod n;), which we respectively denote kjfl. Define z as

r
Tr = E a,»k:ik:i_l
i=1

and fix some positive integer s such that s < r. We have
T = agkgks " (mod ny),

because all azkik, ' are divisible by n, except when ¢ = s, by the definition of k;.
By the definition of k!, we know keks "l =1 (mod ny); thus © = as (mod ny).
This is true for all s < r, so x satisfies all of the linear congruences and is thus a
solution.

Now we must show z is unique modulo n; - - - n,. Suppose a positive integer z
satisfies the linear congruences; that is, let z = a; (mod n;) for all ¢ < r. For
any t < r, we have both z = a; (mod n;) and z = a; (mod n;). Hence, by the
symmetric and transitive properties of congruence relations, z = z (mod n;) for all
t < r, and since all n, are coprime, we have z = x (mod n; ---n,). Therefore, x is
a unique solution modulo ny - - - n,.. O

With the Chinese remainder theorem, we can prove the following arithmetic
property of the totient function.

Lemma 4.7. The totient function is multiplicative for coprime positive integers.
That is, if m and n are positive integers and ged(m,n) = 1, then p(mn) =
p(m)p(n).
Proof. Let
A={aeN:a<mnand ged(a,mn) =1}
and
B = {(b,c) eN*: b <m,c<n,ged(b,m) =1, and ged(c,n) = 1}.

It follows from the definition of ¢ that #(A) = p(mn) and #(B) = ¢(m)e(n). We
will show that there exists a bijection between A and B.

Define f: A — B by f(a) = (a (mod m),a (mod n)).

If f(a1) = f(az), then

(a1 (mod m),a; (mod n))=(az (mod m),az (mod n)),
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s0 a1 = az (mod m) and a; = as (mod n). By the Chinese remainder theorem,
a1 = ag (mod mn). Hence a; = ay. This is true for all such a; and ag, so f is
injective.

Now let (b, ¢) € B. We wish to find an a € A satisfying f(a) = be. In other words,
we wish to find an a € {1,...,mn} coprime with mn such that a = b (mod m)
and a = ¢ (mod n). We showed in the Chinese remainder theorem that such an
a exists, since this is simply a system of linear congruences. Since ged(m,n) = 1,
this is true for all (b,¢) € B, so f is surjective.

Since f is surjective and injective, it is bijective, so #(A) = #(B); that is,

p(mn) = p(m)p(n).
O

Note that we can extend this multiplicative property to any number of coprime
positive integers aq,...,ax by induction. That is, if a1,...,a; are all pairwise
coprime, then

k k

o([ [ a:) =[] ela)-

i=1 i=1
We use this property in the following proof, which gives us a general formula for
p(n).

Theorem 4.8. Let n be a positive integer greater than 1 and n = Hle p;t be its
prime power factorization. Then

k

o) =n [ 2).

i=1 pi

Proof. All of the primes in the prime power factorization of n are coprime with one
another. Since n is the product of its prime factors raised to powers, we have

k
p(n) = sa(pri),

by substitution. By Lemma 4.7, this is equivalent to
k

[Te),

i=1

which, by Lemma 4.3, is equal to

K
) 1

prl(l - =)

i1 Y23

Finally, since n = Hle p;, the above is equal to

k

n]a- l_).

i=1 pi

The proof is thus complete.
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5. REDUCED RESIDUE SYSTEMS, EULER’S TOTIENT THEOREM, AND ORDER
Now we introduce reduced residue systems and prove some of their properties.

Definition 5.1. Let n be a positive integer. A reduced residue system modulo n is
a set of positive integers
Sn=A{r1,.. ., rom)}
satisfying the following conditions.
(1) for each i € N such that 1 < i < p(n), we have ged(r;,n) = 1;
(2) for each i,j € N such that 1 <i < ¢(n), 1 <j < p(n), and ¢ # j, we have
r; Z7r; (mod n).

Remark 5.2. All of the r; are the distinct residues (mod n) and there are exactly
©(n) of them; That is, #(S,) = ¢(n). This follows from the definition of ¢(n) and
the fact that ged(r;,n) =1 for all r; € S,,.

Also note that a reduced residue system need not contain only least positive
residues. For example, one reduced residue system modulo 12 is {1,5,7,11}, but
{13,17,19,23} and {5,25,35,55} are as well.

Lemma 5.3. Letn be a positive integer and S, be a reduced residue system modulo
n and let a € N such that a € S,,. Then a~' modulo n exists, and a positive residue
a~t modulo n is in S,. That is, for any a € Sy, the modular inverse of a (or a
positive residue of the inverse, modulo n) is also in S,,.

Proof. Let S, be a reduced residue system (mod n) and let a € S,,. Then a~!
exists and a positive residue a~! is in S,,, by Theorem 4.5.

O
Lemma 5.4. Let n be a positive integer. If S, = {ri,...,7ym)} is a reduced
residue system modulo n and a is a positive integer such that ged(a,n) = 1, then

the set aS, = {ary,...,ary(m)} is a reduced residue system modulo n.

Proof. Fix i < ¢(n). Since ged(ry,n) = 1 and ged(a,n) = 1, it follows that
ged(ar;,n) = 1. This is true for all 4, so the first criterion is satisfied.

Now suppose that ar; = ar; (mod n) for some ¢ and j. Since ged(a,n) =1, we
know by Theorem 4.5 that a has an inverse a~! (mod n), so we have aa~! = 1
(mod n). By multiplication, we have a~'ar; = a~'ar; (mod n) and thus r; = r;
(mod n). Since S,, is a reduced residue system, this is only possible if i = j.
Therefore ar; = ar; (mod n) only if i = j, so the elements of a.S,, must be distinct
(mod n). The two criteria of Definition 5.1 are satisfied, so a5, is a reduced residue
system modulo n. ([

With these properties of reduced residue systems, we can prove the following
result, which involves Euler’s totient function.

Theorem 5.5 (Euler’s Totient Theorem). Let a and n be positive integers such
that ged(a,n) = 1. Then a¥™ =1 (mod n).

Proof. Let S = {r1,...,7omn)} be a reduced residue system modulo n. Since
ged(a,n) = 1, it follows from the previous lemma that the set a.S = {ar1, ..., arym)}
is also a reduced residue system modulo n. It follows from the definition of reduced
residue systems that the sets S and aS have the same elements modulo n; that is,
their least positive residues when divided by n are equal. Therefore, the product of
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all of the residues in S must equal the product of all of the residues in a.S, modulo
n:

T1Tomy = (ar1) - (aryem))  (mod n).
All of the r; have the property that ged(r;,n) = 1. Hence they are invertible modulo
n, so we can multiply this congruence by the product of the inverses of the residues
to obtain

IR S rw(n)_lrw(n) = (arl_lrl) . (arw(n)_lm(n)) (mod n).

Since ;7 'r; =1 (mod n) for all i, and since there are p(n) residues and thus ¢(n)
instances of a, this simplifies to

1=a*™ (mod n),
as required. O

We now use Euler’s totient theorem to prove Fermat’s little theorem, which is
used in the probabilistic Fermat primality test and to help prove theorems used in
other primality tests.

Corollary 5.6 (Fermat’s Little Theorem). Let a and p be positive integers such
that p is prime and p fa. Then a?~' =1 (mod p). If p | a, then a’? = a (mod p).

Proof. We first consider a prime p such that p f a. Since p ) a, we know ged(p, a) =
1, so we can apply Euler’s totient theorem. Since p is prime, we know ¢(p) = p—1,
so we simply have a?~! = 1 (mod n), as required.

If p | a, then a™ = 0 (mod p) for all positive integers n and a = 0 (mod p)
Therefore, a? =0 (mod p). O

Indeed, Euler’s totient theorem and Fermat’s little theorem are very similar:
Euler’s is a more general statement of Fermat’s.

Now we discuss modular order, which we will use when proving primality test
theorems in the next section.

Definition 5.7. Let a and n be positive integers satisfying ged(a,n) = 1. The
multiplicative order, or simply the order, of a modulo n is the smallest positive
integer k such that a* =1 (mod n). We denote the order as ord, a.

Theorem 5.8. Let a and n be positive integers. If ged(a,n) = 1, then ord, a
exists.

Proof. The powers of a modulo n are limited to at most n positive integers. Since
N is infinite, we know by the pigeonhole principle that there exist positive integers
b and ¢ such that ¢ > b and a® = a® (mod n). Since ged(a,n) = 1, we know a has
a multiplicative inverse, a~!. We can therefore multiply a® = a® (mod n) by a™°
to obtain a®~® = 1 (mod n). If there is no positive integer less than ¢ — b satisfying
the definition of ord, then ¢ — b = ord,, a. O

Definition 5.9. Let a and n be positive integers such that ged(a,n) = 1. We call
a a primitive root modulo n if ord,, a = p(n).

We will not discuss primitive roots in this paper, although they can be helpful
to keep in mind while working through the following proofs.

Exercise 5.10. Let a and n be positive integers such that ged(a,n) = 1. Then
a™ =1 (mod n) if and only if ord,, a|m.
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Proof. Suppose ord,, alm. Then there exists ¢ € N such that ¢ - ord,, a = m. Since
a*4n® =1 (mod n), it follows that a®°*» % = 1 (mod n); that is, a™ =1 (mod n).

Now suppose ™ = 1 (mod n). We wish to divide m by ord,, a and show that
the residue is 0, so we apply the division algorithm to find that there exist ¢,7 € N
such that m = ¢ - ord,, a + r. By substitution,

a?rdnag” =1 (mod n).

Since ord,, alq-ord,, a, we know a?°™»* =1 (mod n), as shown in the first direction.

Therefore a” = 1 (mod n). Since 0 < r < ord, a by the division algorithm and
ord,, a is defined as being the smallest positive integer e such that a® =1 (mod n),
it follows that r = 0. Therefore m = ¢ - ord,, a, so ord,, a|m. O

We finish this section with an exercise which will help us prove theorems used
in primality tests.

Exercise 5.11. Let = and p be positive integers such that p is prime. Then 22 =
(mod p) if and only if = £1 (mod p).

Proof. Suppose = 41 (mod p). Squaring both sides yields 22 =1 (mod p). Now
suppose that 22 =1 (mod p). This implies that p|(z — 1)(z + 1). Since p is prime,
either p|lz —1 or p|lz+1. If p|x — 1, then x = 1 (mod p), and if p|x + 1, then x = —1
(mod p). Hence x = 1 (mod p). O

6. PRIMALITY TESTS

We now prove some theorems that are used in historically significant primality
tests. We first examine the Rabin-Miller theorem, which is used in the probabilistic
Rabin-Miller primality test.

Theorem 6.1 (Rabin-Miller Theorem). Let p be an odd prime and let a be a
positive integer such that ged(a,p) = 1. Factor p— 1 as p — 1 = 2¢q for some odd
q € N. Then either

(1) a? =1 (mod p); or ‘
(2) there exists i € {0,...,e — 1} such that a>1 = —1 (mod p).

Proof. Since p — 1 = 2°q, we know

— e 9e—1 e—1
ap 1:a2q:a22 q:(a2 q)2.

Since ged(a,p) = 1, we know p ) a, so we can apply Fermat’s little theorem to
obtain N
a?t=(a* 9%=1 (mod p).
By Exercise 5.11, we have
a® =11 (mod p).

If 2 "1 = —1 (mod p), then we fulfill the second condition and are done. Oth-
erwise, if a2l =1 (mod p), then we can apply the process we applied above to
obtain

a® 9=41 (mod p).
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If we never obtain a congruence with —1 by repeating this process, then we even-
tually come to a2’? = 1 (mod p) and thus a? = 1 (mod p), fulfilling the first
condition. O

Next we prove Wilson’s theorem, which is itself a primality test.

Theorem 6.2 (Wilson’s Theorem). A positive integer p is prime if and only if
(p—1)!'=-1 (mod p).

Proof. If p =2, then we have (2—-1)=1= -1 (mod 2).

Now suppose p is prime and p > 2; then p is odd. Because p is prime, we
know that for all @ € N such that 1 < a < p — 1, we have ged(a,p) = 1. Hence
Sp ={1,...,p— 1} is a reduced residue system of p. By Lemma 5.3, each residue
a € Sy, has an inverse modulo p that is also in .S,. We first desire to find all of the
a € S, such that @ = ™! (mod p). If a = a~! (mod p), then a®> =1 (mod p). It
follows from Exercise 5.11 that a = £1 (mod p). This means that ifa = 1 (mod p),
then a is in the same congruence class as 1, and if a = —1 (mod p), then a is in the
same congruence class as p — 1. Hence, the only two values of a that are their own
inverses modulo p are 1 and p— 1. Now we evaluate (p — 1)! modulo p, substituting
based on the above results:

p—D!'=1-2---(p—2)-(p—1) (mod p)
=2---(p—2)-(p—1) (modp)
—(2---(p—2)) (modp).
As shown above, each least positive residue modulo p is in S, and has an inverse
in Sp. For each pair of a residue @ and its inverse a~!, we have aa=' =1 (mod p).
We can therefore simplify the above congruence to yield
(p—1)!I=-1 (mod p).

Now suppose that (p —1)! = —1 (mod p) and assume that p is composite. Then
there exist a,b € N such that 1 < a, b < p, and p = ab. It follows that a|(p — 1)!
and alp. Therefore, there exist ¢,d € N such that ac = (p — 1)! and ad = p.
By substitution into (p — 1)! = —1 (mod p), we have ac = —1 (mod ad), which
implies a|1 and thus contradicts the inequality 1 < a < p. We can form an identical
contradiction with b, so p is not composite; therefore, p is prime. O

Note that Wilson’s theorem is not helpful if p is sufficiently large, because for a
large enough p, calculating (p — 1)! would be expensive.

There is also a primality test for integers of the form 2p + 1, where p is prime.
It relies upon modular order.

Theorem 6.3. Let p and n be positive integers. Suppose p is prime and let n =
2p+ 1. If
2"'=1 (modn) and 3/n,

then n is prime.

Proof. Let ¢ € N be prime and suppose g|n. The positive integer n = 2p + 1 is
odd, so ¢ must also be odd. By substitution, 2"~! = 47 = 1 (mod n). We thus
know that there exists « such that 4” — 1 = an. Since ¢|n, there exists 8 such that
Bq = n, so we have 4 — 1 = (a3)q. Therefore,

2"l — 4P =1 (mod q).
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It follows that ord, 4|p, and since p is prime, ord, 4 is either 1 or p. If ord, 4 =1,
then 4! = 1 (mod ¢), and this implies ¢ = 3. Since g|n by assumption, we would
thus have 3|n, which would contradict our hypothesis. Thus we deduce ord, 4 = p.
By Euler’s totient theorem, since ord, 4|¢(q) and ¢ is prime, we have p|¢ — 1, by
substitution.

Since p|q — 1, we know p < ¢— 1 and thus ¢ > p+ 1. Since n = 2p+ 1, we know
2 =p+1 sop+1> 2. Sincep > 2, we know n > 5, so it follows that 2 > /n.
We thus have the inequality

n
g=p+1>5>Vn,

which is true for every prime factor ¢ of n. But this implies ¢ = n and n is
prime, because composite numbers have at least two factors k1 and ko satisfying
k1 < /n < ke. O

The Lucas primality test theorem can also be proven using the concept of mod-
ular order.

Theorem 6.4 (Lucas Primality Test). Let a and n be positive integers. Suppose
n—1

a™ !t =1 (mod n) and that for all primes ¢ € N such that ¢ | n — 1, we have

(mod n). Then n is prime.

Proof. Let r = ord,, a. By the first part of our hypothesis, and by Exercise 5.10,
it follows that 7|n — 1. Hence there exists k € N such that kr = n — 1. Assume
k > 1, which implies n — 1 > r. Now let ¢ € N be prime and suppose ¢|k. Since
kr =mn — 1 and g|k, there exists o € N such that ag = k, and thus (ar)qg =n — 1.
Hence g|n — 1, fulﬁlhng the second part of our hypothe51s

Q|

Now consider a” @ . Since kr =n —1, we know a” ¢« = (a") . Since r = ord, a,
we know a” = 1 (mod n) by definition, so we have (ar)g =10 =1 (mod n).
Therefore, T =1 (mod n), but this contradicts the second part of our hypoth-
esis, so we now know k =1 and thus n — 1 = r = ord,, a.

Since a"~! =1 (mod n), there exists 3 such that n = a"~! — 1 and therefore

1=a""1 = pn=(a"%a+ (-p)n.
Hence 1 is a Z—linear combination of a and n, so by Bézout’s identity, we know
ged(a,n) = 1. We can thus use Theorem 5.5 and the definition of ord to deduce
ord, al¢(n), so ord,a = n —1 < p(n). But by the definition of ¢(n), we know
v(n) < n—1. Hence we have n—1 < ¢(n) < n—1, so ¢(n) = n—1. By Remark 4.2,
it follows that n is prime. O

The Pocklington criterion is itself a primality test, but it is also used in the more
general Pocklington-Lehmer primality test.

Theorem 6.5 (Pocklington Criterion). Let n be a positive integer such that n—1 =
FR, where F and R are positive integers and ged(F, R) = 1. Suppose that there
ezists a € N such that

a"'=1 (modn) and gcd(aan1 —1,n)=1

for all primes q|F. Then for each prime p € N such that p|n, we have p = 1
(mod F). Furthermore, if F > \/n, then n is prime.
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Proof. Let p be a prime dividing n. By our hypothesis, a”~! = 1 (mod p), since
p|n. Now let ¢ be a prime such that ¢|F and ¢* is the largest power of ¢ dividing
F, and suppose that T =1 (mod p). This implies p|aﬂT_1 — 1. But since p|n,
this would mean gcd(a%1 —1,n) > 1, contradicting our hypothesis. Therefore

a"T # 1 (mod p).
Now let r = ord, a. By the above results and the definition of ord, we know
rln —1 and r ) ”771. Since n — 1 = FR and ¢“|F, we can write n — 1 = ¢t for

some ¢t € N, and thus r|¢*t and r } % = ¢~ . From these, we can deduce ¢“|r.
This is true for all prime factors ¢ of F', so it follows that F|r. Since p is prime,
©(p) = p— 1, and by the definition of ord and by Euler’s totient theorem, we know
r|p — 1. Therefore, Flp — 1. Thus p =1 (mod F), as required. This is true for all
prime factors p of n.

We lastly show that if I > /n, then n is prime. Suppose F > /n. If n
were composite, then it would have at least one prime factor p satisfying p < y/n.
However, we just showed that for all prime factors p of n, we have p =1 (mod F).
This implies that there exists v such that vF = p — 1 and thus yF 4+ 1 = p. The
smallest positive value p could have (when v = 1) is thus F' + 1, which is strictly
greater than \/n, since we assumed F > y/n. Therefore, all prime factors p of n are
greater than /n, so n must be prime. (Il

We finish by proving a specific case of the Pocklington criterion, which is given
by Proth.

Corollary 6.6 (Proth’s Theorem). Let n, k, and m be positive integers such that

k is odd, m > 2, and k < 2™. Definen asn =k -2™ + 1 and suppose that there
n—1

exists a positive integer a such that a2 = —1 (mod n). Then n is prime.

Proof. Let F = 2™ and R = k; then we have n — 1 = FR and ged(F, R) = 1 since
F'is even and R is odd. Since we are given a"r =1 (mod n), we have a7 Z1
(mod n), and we can square the congruence to obtain a®~! = 1 (mod n). Hence
gcd(a%,n) = 1 for ¢ = 2, the only prime ¢ such that ¢|F. Since k < 2™, we know
R < F, and since n = FR + 1, it follows that F' > y/n. Hence the requirements of
the Pocklington criterion are met, so n is prime. O

There are, of course, many other primality tests we could discuss, several of
which are related to and build on the ones we have proven here (such as Pépin’s
test, which is an alteration of Proth’s test). The background and methods provided
in this paper are hopefully sufficient to further study primality tests, as well as
number theory in general.
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